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@ e O MESSAGING SECURITY

ScanMail” for Exchange”

SECURE THE MICROSOFT® EXCHANGE ENVIRONMENT AGAINST

MALICIOUS CONTENT

PROBLEM

Destructive viruses can enter networks and spread rapidly via email, bringing vital commu-
nications to a halt. Spam and other unsolicited messages eat up network bandwidth and affect
employee productivity. Inappropriate content or sensitive information circulated and emailed

out of your network could inflict devastating costs in the form of lawsuits, a tarnished repu-

tation, or compromised competitive advantage.

STRATEGY

CONTROL MANAGER

“...antivirus solutions like Trend Micro’s
ScanMail for Exchange 2000 play a critical
role in protecting against harmful emails

transmitted by a variety of products.”

—Mark Levitt, Research Director for

Collaborative Computing at IDC, July 2001

Trend Micro ScanMail for Exchange with eManager™ delivers the ultimate messaging secu-

rity strategy: award-winning antivirus and content filtering technology combined with

industry-leading service and support. Now enterprise networks can remain safe from viruses

while unwanted content is filtered out. It's the most simple and effective way yet to ensure the

productivity of an enterprise messaging system.

+ A single, integrated solution for virus protection and content security

*Microsoft certified; complies with Microsoft APIs

- Easy to implement, upgrade and customize —with rock-solid stability

+Updated automatically or manually for protection against the latest threats

:Backed by award-winning 24x7 service and support
- Winner of PC Magazine's Editor's Choice Award in 2001

-From Trend Micro, the market leader in antivirus at the email server
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SCANMAIL" AT WORK

ScanMail removes and blocks infected email in
real time; the message is immediately prevented
from reaching end-users and the administrator is
notified. At the same time, eManager prevents
inappropriate content from entering or leaving

the company via the email server.



Trend Micro™ ScanMail” for Microsoft® Exchange™

CONFIGURATION IS FLEXIBLE, SCALABLE, AND SIMPLE
+ ScanMail makes it easy for administrators to remotely configure ScanMail options, create consolidated logs or
reports, customize notifications, gather information about the latest virus outbreak, and check the status of any

ScanMail server across the network

ACTIVE MESSAGE FILTER PROTECTS END USERS
+ Detects and blocks infected email messages and attachments in real time
+ Message purge feature instantly blocks mass mailing viruses and specified attachments

- Eliminates messages with zero-byte attachments to prevent unproductive content from reaching end-users

eMANAGER"™ CONTENT FILTERING AND ANTI-SPAM PLUG-IN

+ Prevents inappropriate content from entering or leaving the company via the email server

+ Lets administrators scan all email content and attachments, including message body content as well as text,
HTML and Word document attachments

* Built-in anti-spam policies are fully customizable and empower administrators to specify what type of attach-

ment or content can enter or leave the server

HIGH-PERFORMANCE SCANNING

* Memory scanning and multi-threaded scanning enhance the speed of email scanning and minimize impact
on the server (in version 3.8 and above)

+ Preserves integrity of messages, attachments and store databases

+ Scans all traffic passing to and from the Exchange Information Store; provides protection for SMTP and MAPI pro-

tocols, as well as HTTP, POP3, IMAP4 and the Installable File System (IFS) in the Exchange 2000 environment

CLUSTERING INTEGRATION

+ Provides virus protection and content security checking for clustered servers to maintain a secure 24x7
messaging and collaboration environment even during an outbreak

- Supports both active/active and active/passive clustering

* Fully compliant with Windows 2000 Advanced Server Clustering for fault tolerance and disaster prevention

EASY, SCALABLE DEPLOYMENT
+ Administrators can deploy ScanMail to a single server or to multiple servers simultaneously from any local or

remote system

THE ADVANTAGES OF TREND MICRO

+ Global Innovation: Trend Micro has been a pioneer in the antivirus software market since 1989, developing
innovative strategies to protect information as new computing standards are adopted around the world

+ Server Market Leadership: Trend Micro is the global leader in server-based antivirus software, with a market
share of more than 60% at the Internet gateway (IDC bulletin, 2001)

+ Flexible Best-of-Breed Technologies: Trend Micro antivirus products and services are designed to integrate
seamlessly with leading firewalls, intrusion detection systems, and other best-of-breed solutions for the
complete enterprise strategy

- Service and Support: Trend Micro products and services are backed by TrendLabs, a leading antivirus
research and support center that monitors potential security threats worldwide, developing the means to iden-

tify, detect, and eliminate new viruses
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ScanMail, PortalProtect, ServerProtect, eManager and OfficeScan are registered trademarks of Trend Micro Inc.. All other products
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TrendLabs

AWARD-WINNING 24x7 SUPPORT
TrendLabs' ISO 9002-certified global
headquarters and five regional centers
back Trend Micro products with timely,
high-quality service. A team of more

than 250 engineers operates around the

clock to monitor virus activity, develop

information on new threats, and deliver

prompt, effective solutions.

For more information about Trend Micro
service and support, contact TrendLabs

at http://www.trendmicro.com/support.

TREND MICRO CONTROL MANAGER™

Total Centralized Management

Trend Micro Control Manager integrates
various layers of virus protection into an
enterprise-wide content security strategy.
Administrators can view virus activity,
configure defenses, set security policies, and
update protection throughout the network

from a single console at any location.

SYSTEM REQUIREMENTS

* Minimum Intel® Pentium® or compatible

200MHZ processor; 128MB RAM minimum,
256MB RAM recommended, and 50MB disk

space

* Microsoft® Exchange™ 4.0, 5.0 or 5.5 (all

service packs), or Exchange 2000 SP1 and

above

- Windows™ NT 3.51 (SP5 or higher), NT 4.0

(SP3 or higher), or Microsoft Windows 2000
Server, Microsoft Windows 2000
Professional and Microsoft Windows 2000

Advanced Server

+ A Java-enabled Web browser that supports

frames, such as Netscape Navigator 3.0 (or
above) and Microsoft Internet Explorer 3.0

(or above) for Web-based management
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